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Jjned to protect
compute ccess, vulnerabilities and

attacks delivered via th / cyber criminals.

® Though, cyber security is important for network, data and application security. /
0O




® Informatio ] its critical elements,

including the sys’res and hardware that use, store or transmit that
information.




® Other forms include ronic”, Uql” “IT”, “high-tech” and

(j “technology-enabled” crime.
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remote 1d spam or viruses, host a

Web site, or do other ¢ ‘cause computer malfunctions.




S You
downloc abits, and transmits
personal information wi 1owledge. It may also cause a wide range

of other computer malfunctions.
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® Prevent Identity Theft
@
/ ® Backup Important Files



have all the latest operating
syster lese updqtes by default.

® Microsoft Update: http: osoftupdate/ to get or ensure you have all the

latest OS and Microsoft Office software updates. You must sign up for this service.
* Apple: http://www.apple.com/support
O
® Be sure to restart your computer after updates are installed so that the patches can be
/ applied immediately.




Ur anti-virus

® Anti-virus software removes viruses, quarantines and repairs infected files, and can
/ help prevent future viruses.
@



1 allow in

®* Firewalls act as pr s and the internet.

®* Hackers search the Internet by sending out pings (calls) to random computers and
@ wait for responses. Firewalls prevent your computer from responding to these calls.




* Watch greements before

installing free so

®*Be wary of invitations to download software from unknown internet sources.




® Use mnemonics to hel

* Store passwords in a safe place. Consider using KeePass Password Safe (http://keepass.info/),
N Keychain (Mac) or an encrypted USB drive to store passwords. Avoid keeping passwords on a Post-it
under your keyboard, on your monitor or in a drawer near your computer!



appear to be
o0 gain personal or

account infc alut ation. Never enter personal
information into an online > in an email you were not expecting.
Legitimate businesses will not ask for personal information online.er a copy of your credit
report from each of the three major credit bureaus-Equifax, Experian, and Trans Union.
Reports can be ordered online at each of the bureaus’ Web sites. Make sure reports are
accurate and include only those activities you have authorized.




up service,

® Store your bc 1 your computer, in case of
fire or theft.

% ® Test your back up media periodically to make sure the files are accessible and
readable.







